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DETAILED ACTION 
Drawings 

1 . The drawings are objected to because Fig.3 is inconsistent with the specification. 
Applicant should rename Confirmation Email Records in Fig.1 to Confirmation Message 
Records (20); Sender Response Process (29) in Fig. 1 to Sender Response Processor 
(29) to be consistent with specification. Refers to Fig.3, Error Response arrow should be 
linked to step 304 instead of step 305. Corrected drawing sheets in compliance with 37 
CFR 1.121(d) are required in reply to the Office action to avoid abandonment of the 
application. Any amended replacement drawing sheet should include all of the figures 
appearing on the immediate prior version of the sheet, even if only one figure is being 
amended. The figure or figure number of an amended drawing should not be labeled as 
"amended." If a drawing figure is to be canceled, the appropriate figure must be 
removed from the replacement sheet, and where necessary, the remaining figures must 
be renumbered and appropriate changes made to the brief description of the several 
views of the drawings for consistency. Additional replacement sheets may be necessary 
to show the renumbering of the remaining figures. Each drawing sheet submitted after 
the filing date of an application must be labeled in the top margin as either 
"Replacement Sheet" or "New Sheet" pursuant to 37 CFR 1.121 (d). If the changes are 
not accepted by the examiner, the applicant will be notified and informed of any required 
corrective action in the next Office action. The objection to the drawings will not be held 
in abeyance. 
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Claim Rejections - 35 USC §112 

2. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

3. Claim 15-19 and 28-32 are rejected under 35 U.S.C. 112, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. 

4. Regarding claim 15, 17, 28 and 30, claims 15,17,28, and 30 are vague and 
indefinite because it is unclear what is a trend information. See MPEP § 2173.05(d). It 
is unclear what is the trend information are to be performed to meet this limitation. 

5. Regarding claim(s) 16, 18, 29 and 31, claim 16,18,29 and 31, the phrase 
"Unrelated email addresses" are vague and indefinite because it is unclear what are 
unrelated email address. See MPEP § 2173.05(d). 

6. Regarding claim(s) 19 and 32, the phrase "time dependent" is unclear because it 
is unclear what is time dependent in the system. See MPEP § 2173.05(d). It is not clear 
what is the relationship between a threshold and a time dependent function. 

Claim Rejections - 35 USC § 102 

7. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 
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(b) the invention was patented or described in a printed publication in tliis or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

8. Claim(s) 1 -3, 5-6,8-1 0, 20-22. and 24-26 are rejected under 35 U.S.C. 1 02(b) as 
being anticipated by IVIcCormicl< (US Patent 6,023,723). 

9. Regarding Claim 1 , IVIcComiick recites a method for detecting spam (method of 
filtering junk e-mails in Abstract line 1) in a messaging system (system for filtering 
electronic mail in Column 8 line 1 ) comprising: generating a white list (see guest list Fig 
1, col.2 lines 31-33 and col. 2 lines 48-50) of confirmed message senders (Automatic 
discard filter flitting out Spammer In Fig. 1 ), each of said confirmed message senders 
having been confirmed as being able to receive messages; sharing the white list 
(Master list in the central location see Fig 1 and Abstract) among a plurality of spam 
filters (Delta from all other users see Figl element 26) in the messaging system ; using 
the white list (Guest list Fig 1 element 14) at a given one of the plurality of spam filters 
to detemiine if a sender of a received message has been previously confinned 
(Automatic Filter check the sender infonmation see Fig.1 element 12), and if so, 
forwarding the received message to a recipient without separately confirming the sender 
(Guest incoming email forward email to Inbox Folder see Fig.1). 

10. Regarding Claim 2, McComnick recites claim 1 wherein the messaging system is 
an email system (System filtering junk email see Abstract linel ). 

1 1 . Regarding Claim 3, McCormick recites claim 1 wherein the white list is shared 
with at least two spam filters (Address Filter server share with other users see Fig.1 
element 26). 
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12. Regarding Claim 5, McCormick recites claim 1 wherein sharing includes . 
publishing the white list at a central location (central station with address filter server 
and data from server see Fig. 1 element 46 and col. 8 lines 33-37). 

13. Regarding Claim 6, McCormick recites claimi wherein using the white list 
includes checking the white list (Data from server update to automatic discard filter see 
Fig 1 element 24) maintained at a central location (Master database in server see coL8 
lines 41-42). 

14. Regarding Claim 8, McCormick recites a method for identifying a spam message 
comprising: 

15. Receiving a message at a spam filter (Incoming email at Automatic Discard Filter 
see Fig. 12 element 12 and col.3 lines 45-51) in a network that includes a plurality of 
spam filters; Identifying the sender of the message (Current filter list see col.3 lines 48- 
51); Determining if the sender has been previously confirmed as a valid sender 
including determining if the sender is included in a list of confirmed senders (Updates 
(G& W) and Update Automatic Discard filter see Fig.1 and master list is periodically 
allowing the filter to updated) for any spam filter in the network; and If so, then 
fonvarding the received message to a recipient without separately confirming the sender 
(Fonvard email to Inbox see Fig.1 element 18 and col.4 lines 31-33). 



16. Regarding Claim 9, McCormick recites claim 8 wherein the message is an email 
message (system for filtering electronic mail see Column 8 line 2 and abstract). 
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17. Regarding Claim 10, McCormick recites claim 8 wherein the white list (see guest 

list Fig 1 , col.2 lines 31-33 and col. 2 lines 48-50) is shared with at least two spam filters 
(Address Filter server share with other users see Fig.1 element 26). 

18. Regarding Claim 20, McCormick recites a method for detecting spam in a 
messaging system comprising: generating a white list (Data Server (46) hosts the 
master database list in Figl) of confirmed message senders and maintaining the white 
list at a data center (Updates master list periodically sent to each of the users allowing 
filter to be updated see Abstract and Fig.1 element 24): receiving a message at a spam 
filter (Incoming email automatic discard filter see Fig 1 element 12 and coL3 lines 45-48) 
in a network that includes a plurality of spam filters (Dual filer see Fig 1 element 12 and 
14): verifying with the data center (Master list in the central location see abstract) that 
the sender of the message is a confirmed message sender, add if so, fon^^arding the 
received message to a recipient without separately confirming the sender (Forward 
email to Inbox see Fig.l element 18 and col.4 lines 31-33). 

1 9. Regarding Claim 21 , McCormick recites the method of claim 20 wherein the 
message is an email message (System filtering junk email see Abstract linel). 

20. Regarding Claim 22, McCormick recites the method of claim 20 further 
comprising sharing the (white list see guest list Fig 1, col.2 lines 31-33 and col. 2 lines 
48-50) with at least two spam filters in the network (Address Filter server share with 
other users see Fig.1 element 26). 
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21. Regarding Claim 24, IVIcCormick recites a method for identifying a spam 
message comprising: Receiving a message at a spam filter (Incoming email at 
Automatic Discard Filter see Fig. 12 element 12 and coL3 lines 45-51 ) in a network that 
includes a plurality of spam filters; Identifying the sender of the message (Current filter 
list see col.3 lines 48-51 ); Verifying with a data center (Data from server updates 
Automatic Discard Filter see col.3 lines 54-59) coupled to a plurality of the spam filters if 
the sender has been previously confirmed as a valid sender including determining if the 
sender is included in a list of confirmed senders for any spam filter (Update master 
database see col.4 lines 49-51) in the network, said list maintained at the data center 
(Address filter server see Fig 1 element 22); If the sender has been previously 
confirmed, fonA^arding the received message to a recipient without separately confirming 
the sender (Forward email to Inbox see Fig.1 element 18 and col.4 lines 31-33). 

22. Regarding Claim 25, McCormick recites the method of claim 24 wherein the 
message is an email message (electronic mail see abstract). 

23. Regarding Claim 26, McCormick recites the method of claim 24 wherein the list is 
shared with at least two spam filters (Address Filter server share with other users see 
Fig.1 element 26). 

Claim Rejections - 35 USC § 103 

24. The following is a quotation of 35 U.S.C. 103(a) which fornis the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

25. Claim(s) 4, 7, 11-14, 23, 27, 33-49 and 53-58 are rejected under 35 

U.S.C. 103(a) as being unpatentable over McCormick US 6,023,723 in view of Kirsch 
US 6,546,416. 

26. IVIcCormick teaches a system and method of filtering junk email that user is 
provided with or compiles a list of e-mail address which user would not wish to receive 
to produce a first filter (Automatic Discard Filter). A second filter (Guest List Filter) is 
provided include names and character strings, which the user wishes to receive. The 
first filter contains a current filter list comprising of spammer emails. The second filter is 
sort out confinned and unconfirmed email. Previously confirmed email will be forward to 
user Inbox folder and unconfirmed email will fonA/ard to waiting room folder. The 
unwanted email (Spammer email) would be transmitted to a central location to be 
included in a master list. The central location would include a delta filter server (Keep all 
the spammer list from all the users send over network periodically) and download server 
(Update the automatic discard list for individual user) for a particular user as well as 
delta server filter from all other users. The database will update periodically according to 
McCormick. 

27. McCormick fails to teach an email confirmation process for verifying senders and 
providing a plug in module for automatically adding the pass code associated with the 
sender at a time for transmission of a message from the sender in the messaging 
system. 
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28. Kirsch teaches a filtering method that will automatically issue an email message 
to source address if the source address is unknown. The original address of an e-mail 
message is validated to enable blocking fore-mail from spam e-email sources in 
response to receipt of a predetermined e-mail message from an unverified source 
address, a data key encoding information reflective to the email message. The 
predetermined reply message including an encoded digital signature and means, 
responsive to receipt of a response message including data derived from signature for 
validating data. 

29. It is desirable to combine SPAM filters that share master SPAM lists with a 
confirmation (Send message back to user for verification) and authentication process 
(Pass code). It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to include confirmation and authentication process in the SPAM 
system as taught in Kirsch in the spam system of McCormick so as to provide spam 
system with authentication for security purpose. This will prevent any unauthorized 
users entering the user mailbox. 

30. With respect to claim(s) 4 and 7. McCormick teaches if the response is verified, 
adding the sender to the white list (McCormick teaches guest list see Fig 1, col.2 lines 
31-33 and col. 2 lines 48-50) at the given spam filter and sharing the information with 
other spam filters (McCormick teaches central station with address filter server and data 
from server see Fig. 1 element 46 and col. 8 lines 33-37) in the messaging system but 
fail to teaches if the sender has not been previously confinned, sending a confirmation 
to the sender (Kirsch teaches in response to unverified source addresses, a data key 
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introduce see abstract), verifying a response from the sender. It would have been 
obvious to one of ordinary skill in the art at the time the invention was made to include 
sending confirmation to the sender with spam messaging system. 

31 . With respect to claim(s) 11-14. McCormick teaches adding the sender to the 
white list at the given spam filter (accepted list see Fig.1 and col. 12 lines 8-12) and 
sharing information with other spam filters in network (McCormick teaches master 
database that shared with other users see abstract), the information including 
information indicating that the sender has been confirmed (McCormick teaches 
automatic Update periodically see col.4 lines 49-51). McComiick also teaches where 
the spam lists maintained at a central location (Data sen/er in central location see Figl . 
element 46) and updating (Update in master data server see Fig.1 element 46 and 
abstract) with other spam filters in master data server expect sending confirmation 
message back to the user for verification. Kirsch teaches if the sender has not been 
previously confirmed and if not confirmed (Accept response fails see Fig.1 elernent 44) 
sending a confirmation to the sender (In response to unverified source addresses, a 
data key introduced see abstract), verifying a response from the sender, and if the 
response is acceptable. It would have been obvious to one of ordinary skill in the art at 
the time the invention was made to include a spam system that is able to send 
confirmation message back to user for verification. Once sender address been verified, 
the sender address will add to the master database and store in a central location which 
other users will be accessible. 
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32. With respect to claim(s) 23 and 27, McCormick teaches adding to the white list a 
name identifying the sender and sharing information (add to Accept list and sharing data 
server (24) with other users see col. 3 lines 57-59) identifying the sender as being 
confirmed with other spam filters in network (Master list in the central location include 
updated spammer lists in other spam filters see col. 8 lines 33-38) expect determining if 
the sender has not been previously confirmed, and if not confirmed then sending from 
the data center a confirmation to the sender (Kirsch teaches in response to unverified 
source message see col.3 lines 43-51), verifying a response received at the data 
sender, and if the response Is acceptable (Kirsch teaches Accept list in Flg.1 element 
24). It would have been obvious to one of ordinary skill in the art at the time the 
Invention was made to Include automatic response determine which the sender is 
spammer or not. If user received response will adding a name identifying the sender to 
the list maintained at the data center (database server location (46) see Flg.1 ). 

33. With respect to claim 33-38, McCormick teaches a method for email filtering 
spam (Electronic email system see abstract) in a messaging system comprising: 
sharing information (shared master database server see Flg.1 element 46) indicating 
that the message sender can receive among a plurality of spam filters in the messaging 
system; allowing access by each of the spam filters (Download server in Col.3 lines 57- 
59) in the messaging system to the information; using said information at a given one of 
the plurality of spam filters to determine if a message should be allowed without 
separately determining whether the message sender can receive (Bypass the automatic 
discard filter without confirmation send to user see coL4 lines 27-33) at the a first 
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(Automatic Discard filter as first filter phase in Fig .1 element 12) and second (Guess list 
filter) filters expect confirming that a message sender can receive. Kirsch teaches in 
response to unverified source message (coL3 lines 43-51). It would have been one of 
ordinary skill in the art at the time the invention was made to include the spam system a 
have the ability to send back to user for spam verification and share master spam list 
with other users. 

34. With respect to claim 39-43, McCormick teaches the information is maintained in 
a list (Guest list see Fig.1 and Fig.3) of confirmed senders is maintained by a datacenter 
(lists periodically in the central database see col.4 lines 49-51) that shared lists with 
other spam filters (Master list shared with other user spam filters see Fig.1 element 22 
and 24) in the messaging system. McCormick also teaches comprising maintaining a 
copy of the list (Update (G& W) into Automatic Discard Filter see Fig.1 ) at a plurality of 
spam filters in the messaging system expect sending confirmation message back to 
user as disclosed in Kirsch. It would have been obvious to one of ordinary skill in the art 
at the time the invention was made to include sending confirmation message to 
unconfirmed user for verification purpose. After the unconfirmed user verified, either the 
user updated master database or discard the message. 

35. With respect to claim(s) 44 -49, McCormick teaches show sharing information 
indicating that message sender can received among a plurality of spam filters in the 
messaging system and determine if a message should be allowed without separately 
determining where the message sender can received expect the security with the 
system. Kirsch teaches a database operable to provide a determination of sender is 
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identified in said database through authentication computer system. For issuing a 
predetermined reply message to the sender including an encoded digital signature and 
derived data from the predetermined message for validating. Message identified as 
potential challenge response messages are passed to a process that operates to 
determine whether the digital signature is valid and whether the cognitive requests are 
has been response. It would have been obvious to one of ordinary skill in the art at the 
time the invention to combine the spam system with authentication for security purpose. 

36. With respect to claim(s) 53 and 54, McCormick teaches a method of processing 
messages at a spam filter in a message system. The accept list will be update the 
master list in the database server, but fail to teach send confirmation message to 
unknown users for confirmation. Kirsch teaches a method for identifying the sender by 
automatically replying to the sender and based upon receiving the packet, one would 
know whether the sender is a spammer, where if the automated replay does not reach 

the sender means the sender is a spammer. If sender response will treat as confirmed 

sender and add on to the accept list with all other accept lists. It will compare the lists 
with the spam list database to see if the users are spammers or not. This is determined 
whether the senders have ability to receive reply message. If sender is not confirm 
sender, a confirm message will send back to user for verification. Once the response 
message received, the sender will add the accept list (see Fig 2). It would have been 
obvious to one of ordinary' skill in the art at the time the invention was made to combine 
the email filtering system with the method to identifying sender address status to get 
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better performed. When sender status determined, filtering system either treat the 
message for confirmed user or spam user. 

37. With respect to claim 55, McCormick teaches a method for minimizing spam 
(Spam filtering system in abstract) in a messaging system, the messaging system 
including a plurality of spam filters (Automatic Discard Filter and Guest list filter see 
Fig.1), evaluating a list of confirmed senders (master list in central location); providing a 
notification to the one spam filter indicating whether the sender's status is confirmed 
(Periodically and automatically transmitted to address filter in the central location). 
McCormick fail to teaches receiving a request from one of the spam filters in the 
messaging system to verify if a sender of a message is a confirmed sender. (Kirsch 
recites response message (col.8 lines 24-29), a confirmed sender being a sender 
having a verified capability to receive messages. It would have been obvious to one of 
ordinary skill in the art at the time the invention was made to include the method of 
minimizing spam system with notification to sender for better verification purposes. 

38. With respect to claim 56-58, McCormick teaches a method for minimizing spam 
(Spam filtering system see abstract) in a messaging system, the messaging system 
including a plurality of spam filters, the method comprising: receiving a request from one 
of the spam filters in the messaging system to verify if a sender of a message is a 
confirmed sender (Guess list have a list of confirmed senders see col.4 line 14), 
evaluating a list of confirmed senders (Guest list see col.4 line 14-19) ; sharing the 
sender's status with the other spam filters in the messaging system including adding the 
sender to the list (Update list periodically col.4 lines 49-51); and providing a notification 
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to the one spam filter indicating whether the sender's status is confirmed ( spam lists 
are automatic update by the server), but fail to teach a confimied sender being a sender 
having a verified capability to receive messages. Kirsch teaches fail to response (See 
Fig.1 element 42) to confirmation message.(col.8 lines 24-29). It would be confirming 
the sender including providing a notification to the sender and upon receipt of a 
confirmation from the sender and identifying whether the sender is spam or not(Fig.3 
element 66) It would have been obvious to one having ordinary skill in the art at the time 
the invention was made to combine response message to the sender and updated and 
shared master database for minimizing spam in a messaging system. 

39. Claim(s) 15-19, 28-32 and 50-52 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over McCormick (US 6,023,723) in view of Earnest (US 2002/0184315 
A1). 

40. Regarding claim(s) 15-19, McCormick teaches a method for detecting a 
spammer in a network that includes a plurality of spam filters: collecting information 
relating to sender from a plurality of the spam filters, but fail to teaches determining a 
trend in the collected information and identify a spammer based on the trend. Earnest 
teaches determining a spammer based on the trend of information. Spam is determined 
when an address is retrieved from the end of the array has not been reached the age of 
the address is determined based upon a seconds threshold (132). It is depending on the 
number of messages send to sender and then determining the threshold 11[0016] It 
would have been obvious to one having ordinary skill in the art at the time the invention 
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was made for spam filtering system to include determining a spammer based on tine a 
trend of information for redundancy purpose. 

41 . Regarding claim(s) 28-32, McCormick teaches a metliod for detecting a 
spammer In a network collecting information adding the senders to a list of confirmed 
spammers maintained by the data center. The automatic discard filter Is a collective 
temn consisting of a modified discard filter for filtering message. The automatic discard 
filter would include a copy of master list comprising a list of active e-mail address again 
the incoming messages. McCormick fails to teach spam system can identify a spammer 
based on a trend of information as number of messages sent by sender to unrelated 
email addresses. Earnest teaches determining a spammer based on the trend of 
information. Spam is determined when an address is retrieved from the end of the array 
has not been reached the age of the address is determined based upon a seconds 
threshold (132). It is time dependent when the message is older than the threshold, then 
the recorded is mark expired 1I[0018]. It would have been obvious to one of ordinary skill 
in the art at the time the Invention was made to combine with sharing spam system in a 
central location that includes all the lists of users (White List, Black List and unconfirmed 
list) with collecting information on the number of messages a sender sent Based on the 
collection infomiation, email spam system is able to detect whether the sender is 
spammer or not. 

42. Regarding claim(s) 50-52, McCormick et al. teaches a method of detecting a 
spammer based on determining data except detect spammer basic on the number of 
messages they send and storage in the master database at the central location. The 
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spam filter system maintaining tlie list of recipients and being controlled by a data 
center (Central location Fig.1 element 46), but fall to disclose how fast a list of recipients 
grows for a given sender. Earnest discloses detecting the spammer based on how fast 
the communications to fill the list which Indicates the spammer (Information collected 
from mail files is assimilated Into an intemal stmcture array in ^ [0047]). It would have 
been obvious to one of ordinary skill in the art at the time the invention was made to 
combine spam system that detects the spammers from the filtering system with the 
number of messages that users send to unrelated address. 

43. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Guang Li whose telephone number Is (571) 270-1897. 
The examiner can normally be reached on Monday-Friday 7:30AM-5:00PM(EST). 

44. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jeff Pwu can be reached on (571) 272-6798. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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45. Information regarding tiie status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-91 99 (IN USA OR CANADA) or 571-272-1 000. 
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